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This best-selling guide provides a complete, practical, up-to-date introduction to
network and computer security. SECURITY+ GUIDE TO NETWORK
SECURITY FUNDAMENTALS, Fifth Edition, maps to the new CompTIA
Security+ SY0-401 Certification Exam, providing thorough coverage of all
domain objectives to help readers prepare for professional certification and career
success. The text covers the essentials of network security, including compliance
and operational security; threats and vulnerabilities; application, data, and host
security; access control and identity management; and cryptography. The
extensively updated Fifth Edition features a new structure based on major
domains, a new chapter dedicated to mobile device security, expanded coverage
of attacks and defenses, and new and updated information reflecting recent
developments and emerging trends in information security, such as virtualization.
New hands-on and case activities help readers review and apply what they have
learned, and end-of-chapter exercises direct readers to the Information Security
Community Site for additional activities and a wealth of learning resources,
including blogs, videos, and current news and information relevant to the
information security field.
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This best-selling guide provides a complete, practical, up-to-date introduction to network and computer
security. SECURITY+ GUIDE TO NETWORK SECURITY FUNDAMENTALS, Fifth Edition, maps to the
new CompTIA Security+ SY0-401 Certification Exam, providing thorough coverage of all domain
objectives to help readers prepare for professional certification and career success. The text covers the
essentials of network security, including compliance and operational security; threats and vulnerabilities;
application, data, and host security; access control and identity management; and cryptography. The
extensively updated Fifth Edition features a new structure based on major domains, a new chapter dedicated
to mobile device security, expanded coverage of attacks and defenses, and new and updated information
reflecting recent developments and emerging trends in information security, such as virtualization. New
hands-on and case activities help readers review and apply what they have learned, and end-of-chapter
exercises direct readers to the Information Security Community Site for additional activities and a wealth of
learning resources, including blogs, videos, and current news and information relevant to the information
security field.
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Editorial Review

Review
"I was especially impressed by the information in Chapter 14 regarding policies. The chapter leaves the
reader with a good understanding of how, why, and when to create policies, along with how to implement
them into an organization."

"Ch 12 does a great job of taking an age old security topic like passwords, and putting an interesting spin on
it in ways that students will be able to relate to."

"Chapter 13 does a good job discussing many different redundancy based technologies and it also excels in
keepting the discussions pointed and brief."

"The end of the chapter hands on projects are great and the support the concepts in the chapter as a whole.
The chapter does prepare the student to complete all the end of chapter projects."

"The introduction to is excellent! It gives a great scenario of an event that can and have occurred with within
the security realm. It give a great lead into the overall point of chapter 12 on why secure passwords are
essential and how social media can be hacked if you do not setup secure passwords. The section on
Passwords and Biometrics is excellent."

About the Author
Mark Ciampa is Assistant Professor of Computer Information Systems at Western Kentucky University in
Bowling Green, Kentucky. Previously, he served as Associate Professor and Director of Academic
Computing for 20 years at Volunteer State Community College in Gallatin, Tennessee. Dr. Ciampa has
worked in the IT industry as a computer consultant for the U.S. Postal Service, the Tennessee Municipal
Technical Advisory Service, and the University of Tennessee. He is also the author of many Cengage/Course
Technology books, including Security+ Guide to Network Security Fundamentals; CWNA Guide to
Wireless LANs, 3e; CWSP Guide to Wireless Security; Guide to Wireless Communications; and Networking
BASICS. He holds a PhD in digital communication systems from Indiana State University.

Users Review

From reader reviews:

Tara Gamboa:

Do you one of people who can't read gratifying if the sentence chained within the straightway, hold on guys
this aren't like that. This CompTIA Security+ Guide to Network Security Fundamentals (with CertBlaster
Printed Access Card) book is readable by simply you who hate those straight word style. You will find the
facts here are arrange for enjoyable examining experience without leaving also decrease the knowledge that
want to offer to you. The writer of CompTIA Security+ Guide to Network Security Fundamentals (with
CertBlaster Printed Access Card) content conveys the thought easily to understand by many people. The
printed and e-book are not different in the articles but it just different by means of it. So , do you continue to
thinking CompTIA Security+ Guide to Network Security Fundamentals (with CertBlaster Printed Access
Card) is not loveable to be your top checklist reading book?



Leslie Bergeron:

This CompTIA Security+ Guide to Network Security Fundamentals (with CertBlaster Printed Access Card)
is great publication for you because the content which is full of information for you who also always deal
with world and also have to make decision every minute. This book reveal it information accurately using
great plan word or we can state no rambling sentences in it. So if you are read that hurriedly you can have
whole facts in it. Doesn't mean it only provides straight forward sentences but tricky core information with
lovely delivering sentences. Having CompTIA Security+ Guide to Network Security Fundamentals (with
CertBlaster Printed Access Card) in your hand like obtaining the world in your arm, facts in it is not
ridiculous one particular. We can say that no guide that offer you world in ten or fifteen second right but this
e-book already do that. So , this is certainly good reading book. Hey there Mr. and Mrs. occupied do you still
doubt that will?

Brian Rutt:

What is your hobby? Have you heard that question when you got learners? We believe that that query was
given by teacher with their students. Many kinds of hobby, Every individual has different hobby. So you
know that little person such as reading or as examining become their hobby. You should know that reading is
very important as well as book as to be the thing. Book is important thing to incorporate you knowledge,
except your current teacher or lecturer. You see good news or update with regards to something by book. A
substantial number of sorts of books that can you decide to try be your object. One of them is this CompTIA
Security+ Guide to Network Security Fundamentals (with CertBlaster Printed Access Card).

Kenneth Rogers:

Reading a reserve make you to get more knowledge as a result. You can take knowledge and information
from the book. Book is written or printed or illustrated from each source this filled update of news. Within
this modern era like right now, many ways to get information are available for a person. From media social
just like newspaper, magazines, science e-book, encyclopedia, reference book, novel and comic. You can
add your understanding by that book. Are you hip to spend your spare time to open your book? Or just trying
to find the CompTIA Security+ Guide to Network Security Fundamentals (with CertBlaster Printed Access
Card) when you essential it?
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